Multi-Factor Authentication Enrollment for e-Prescribing Controlled Substances

You need to enroll in Multi-Factor Authentication (MFA) in order to e-Prescribe Controlled Substances (EPCS) in Epic. You will need a computer, internet connection, and your mobile phone to complete this task. 
Complete the steps below to enroll in MFA for EPCS.
Steps
1. Launch an internet browser and navigate to: https://myaccount.microsoft.com/
2. Click the Security Info tile
[image: ]
3. If prompted, complete the authentication (Approve sign in request)[image: ]
4. Next, click Add a sign-in method
[image: ]

5. The sign-in method required for EPCS is Microsoft Authenticator. Select the Microsoft Authenticator option from the list of sign-in methods.
[image: ]
6. Install the Microsoft Authenticator on your device from the Apple or Google application store
[image: ] [image: ]
7. Once the application is installed on your device, add (+) a new account within the application on the phone. Choose Work or School account.
[image: ]     [image: ]
8. Select the Scan QR code option. Then use your phone to scan the QR code on your computer.
[image: ][image: Image.png]
9. After scanning the QR code and adding the account, click Next on computer screen and you will be prompted to enter the code on the screen into your Microsoft Authenticator app.
[image: ][image: ]
10. Once the code is entered you have completed the enrollment!
[image: ]

FAQ

The Microsoft Authenticator app is the one in the screenshot below w/ the green arrow - not the one with the 'X' through it (that's Google authenticator), which also comes up when a user searches "authenticator."  

[image: ]

image3.png
My Sign-ins

7| YourName

& My Account
o

Change Password
Organiztions
Setings & Privacy

Recent activiy

Security info

These are the methods you use to sign int your account o reset your password.

You'e using the most acvisable sgn-in method where it aplies

wstvpdaes

Lost device? Sign out everyuhere




image4.png
imysignins microsoft.com/securty-info

Add a sign-in method

Microsoft Authenticator
Approv signin requests o e one-time cod

Hardware token

Phone

Geta callortert o g nwith  ode.

Aernate phone

Q@ Ofeephone

et callto signin witha code

Learn more about each method 1o help you choose.





image5.png
Install Microsoft X
Authenticator

Install the app on your mobile device, then come
back here to continue.

cermon ‘ Download on the

Google Play & AppStore

Set up a different authentication app

o




image6.png
Set up your account in app

If prompted, allow notifications. Then add an
account, and select Work or school.

Back Next

X





image7.png
[ Microsoft Entra ID

961 090 G

239 811 G
@ UserWeb




image8.png
il 56+

Add account . gﬁr&m@) ’

WHAT KIND OF ACCOUNT ARE
YOU ADDING?

Add work or school account

Personal account

Work or school account

Other (Google,
Facebook, etc.)

Signin

Scan QR code

Cancel





image9.png
12:39 0 ol 56+

Scan QR code

Your account provider will
display a QR code

Enter code manually




image10.png
Scan the QR code X

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next

Can't scan the QR code?




image11.png
Let's try it out X

38

Enter the number shown in the app to approve the
sign-in request.

Back




image12.png
@ Authenticator Added

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method.

Done




image13.png
S

authenticator





image1.png
5| YourName

s

ct vy

o

Security info Change password

4 Q

© — P —
Devices Organizations

= =

[ — PRrE—





image2.png
Microsoft
tcamp@scrmc.com

Approve sign in request

@ Open your Authenticator app and approve the
request. Enter the number if prompted,

59

Didn't receive  sign-in request? Swipe down to
refresh the content in your app.

1 can't use my Microsoft Authenticator app right now

More information

Terms of use  Privacy & cookies





